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Introduction
Cyber security has evolved into a pressing global issue that now demands attention in the media, the halls of government 

and in the boardroom. And as awareness of the issue is changing, the threat landscape is changing even faster. 

The first half of 2017 has seen its share of notable events peppering the trend lines. Most significantly, the high profile 

leak of stolen NSA exploits enabled the creation of ransomware worms that disrupted organizations en masse across 

the globe. Data breaches also continued to make headlines, while the numbers of IoT devices continued to proliferate, 

expanding avenues of exploitation.

This report presents high level trends in the cyber attack space in the first half of 2017 as recorded by the technologies 

used in our managed breach detection and response service. As well as offering a picture of the global attack scene, the 

data presented gives view of attackers’ post-breach behavior within networks. Earlier this year, we published similar data 

from the last half of 2016 in a report entitled State of Cyber Security 2017, which provides us a point of reference.

Who’s after who
Honeypots, or decoy servers used to attract interest from attackers, are valuable tools for picking up on pre-attack 

probes and scans and for detecting unauthorized access to networks. The data in this section comes from F-Secure’s 

global network of honeypots deployed on public IP addresses. It offers an overall view of traffic sources and destinations, 

as well as targeted services.

At the end of 2016, various reports predicted cyber attacks could double in 2017. Our data shows this prediction to be 

correct. We logged an overall increase of 223% in traffic to our honeypots as compared with H2 2016. 

Some of this jump in volume can be attributed to improvements made in our backend systems and the addition of new 

honeypots to the network, but given the considerable surge, it is our belief that attacks are also simply on the increase. 

The constantly evolving nature of the ecosystem, the increased automation and distribution of attack tools, ever-

expanding attack surfaces, and highly charged geopolitical events are all likely contributing factors.

In the last half of 2016, the top five sources of activity were Russia, the Netherlands, the US, China, and Germany. In 2017, 

Russia re-appeared in the top spot for sources of attacks, accounting for 44% of traffic. Following Russia was the US, with 

about 15% of traffic, the Netherlands with 7%, Belgium and Germany with 6% each, and China with 5%. The top 10 source 

countries accounted for 87% of all traffic we detected. 

https://business.f-secure.com/the-state-of-cyber-security-2017
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The presence of a country on the list does not necessarily indicate the attackers themselves are located inside 
that country. Attacks are commonly bounced through multiple proxies to evade law enforcement. An attacker 
may route through VPNs, TOR, and compromised machines or infrastructure. One reason why we see the 
Netherlands, for example, so high on this list is probably due to the fact that the region is a popular location 
for bulletproof hosting services. Such services provide attackers with a treasure trove of easily-compromised 
systems.

As was the case previously, the US was again the top target of attacks, followed again by the Netherlands and 
Germany. Newcomers to the top 10 list are Austria, Ireland and Italy, while France, Ukraine and Turkey dropped 
off.

When it comes to the more specific question of which countries are attacking which, the greatest number 
of attacks came from Russia targeting the US, followed by Russia targeting the Netherlands, the Netherlands 
targeting the US, and Belgium targeting the US.

Top source countries for attacks on the global honeypot network
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Top 20 Sources-to-Destinations
Source Target

70M0

Russia - United States
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Netherlands - United States

Belgium - United States

United States - United States
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Netherlands -Netherlands
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Ports

Attackers probe ports looking for vulnerable software or misconfigurations they can exploit. This time around, 
we noticed a jump in the volume of traffic scanning port 1900, the standard port for the SSDP protocol, which 
enables discovery of UPnP devices. Port 1900 was the most-probed port, up from fifth place previously, an 
indication that the practice of targeting IoT devices has only accelerated since the emergence of the Mirai 
botnet last autumn. Following port 1900 are the ports commonly associated with the SMTP, HTTPS, HTTP, and 
SIP protocols.

Given the fact that the recent outbreaks of WannaCry and NotPetya leveraged vulnerabilities in Windows SMB 
using exploits stolen from the NSA, it’s no surprise that traffic probing SMB port 445 also experienced a jump. 
Port 445 went from being absent from the top 20 in the latter half of 2016, to seventh place in 2017. 

The Eternal exploits leaked from the NSA provided malware authors with powerful worm functionality. Both 
WannaCry and NotPetya capitalized on that functionality. However, other worms (such as those used to create 
botnets) were also created around these exploits. While machines still infected with WannaCry and NotPetya 
are likely not in abundance, other lesser-known worms are making their way across the internet. For this 
reason, we expect to see infected hosts continuing to probe port 445 well into the future. 
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Remote Access 

Telnet and SSH are network protocols that allow a user to remotely access a device. The much older Telnet is 
used far less often due to lack of encryption. (It is, however, still used in IoT devices.) 

Although SSH traffic is more secure, if SSH is not properly configured on a machine, or if default or easy-
to-guess credentials are used, an attacker can use it as a vector of compromise. Our research points to SSH 
misconfiguration being one of the most common vulnerabilities found. 
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https://business.f-secure.com/so-many-vulnerabilities-so-little-time
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What they do and how 
This section features data from sensors installed within our customer networks, including endpoint sensors 
and honeypots within corporate environments. We begin with a quick look at how we’ve been detecting these 
attacks.
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Detection Methods

Our managed detection and response service detects threats on both the network and the endpoint. Here’s a 
breakdown of threats detected by each method.

Attack Payloads

Attack payloads can be roughly broken into two categories: executable files and “fileless” (scripts and simple 
commands entered using the command line interface). Here’s a breakdown of these two payload types seen:

Attackers sometimes downloaded and installed benign Windows tools such as curl.exe, nmap.exe, and 
mimikatz.exe to victim’s machines. However, the occurrence of these types of binaries was fairly low in 
customer environments. A majority of executables detected by RDS were malicious executables (commodity 
malware) and potentially unwanted applications.

Detections by method

Detected on endpoint (92%) Detected on network (8%)

Payloads by type

Executable payloads (66%) Powershell payloads (33%)
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Attack Methodology

Of all the attacker behavior seen in compromised hosts, slightly more adhered to standard user behavior than 
to obvious malicious behavior. As much as they can, attackers try to appear as a normal user.

Network operations

A majority of the network activity we observed in post-breach activity was from attackers making remote 
connections to machines. Port scanning was only seen in 30% of cases. Attackers are most likely wary of giving 
away their position with something noisy like a port scan.

Attack methologies

Behaved on a standard user (57%)

Exhibited malicious behaviour (43%)

Network operations seen

Performed port scanning operations (30%)

Made suspicious connections to/from hosts (70%)
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PowerShell and Command-Line TTPs

PowerShell payloads were launched both via %systemroot%\system32\cmd.exe and %systemroot%\system32\
WindowsPowershell\v1.0\powershell.exe. 

A majority of PowerShell payloads observed were in plaintext, and not encoded in any way. Of those that 
were encoded, simple base64 encoding was employed. This makes sense, if you think about it. For decades, 
malware authors have been attempting to evade structural detection techniques via obfuscation of both 
binary and script payloads. Files that look “out of the ordinary” easily trigger AV and similar detection 
mechanisms. Therefore, the best way to hide nowadays is in plain sight. By making your payload look as normal 
as possible, you can fly under the radar of many detection technologies.

Both PowerShell and the command line were used for a variety of purposes, including launching of new 
processes, lateral movement, shutting down of “defenses” (such as Windows firewall), and downloading of 
additional payloads. Common tools native to Windows that were leveraged in attacks include net.exe, netsh.
exe, explorer.exe, regsrv32.exe, wmic, and rundll32.exe.

Conclusion
Both this spring’s Shadow Brokers leak of stolen NSA tools and the inherent vulnerability of IoT devices 
significantly affected our list of commonly probed ports, once again underscoring that attackers will always 
adapt to find new avenues of exploitation. At the same time, the dramatic increase in volume of activity 
gives us no reason to expect a slowdown in the second half of the year. Following standard security practices 
remains critically important - keeping operating systems and applications up to date and patched, configuring 
firewall rules properly, taking reliable backups, segmenting networks, and maintaining a healthy suspicion 
about email attachments and links. It’s safe to say that defending cyberspace has never been more challenging 
– or more rewarding and downright fascinating. Game on.

Powershell payload characteristics

Plain text (84%) Encoded (16%)


