
FIVE MYTHS AND TRUTHS
ABOUT THREAT HUNTING

MYTH

Threat hunting is manually 
hunting through raw data to find 
an attacker. 

TRUTH

A single host will generate well over 1 
million events in a day. Having 
someone hunt across all that data in 
search of multiple potential attack 
techniques would be a waste of time. 
Rather than a laborious and 
ineffective manual search, threat 
hunting is about identifying the gaps 
in your detection capability and 
developing use cases for your 
detection tooling that will plug those 
gaps before an attacker can 
exploit them.

MYTH

Threat hunting is a one-time 
activity, e.g. a “hunt sprint” across an 
organization. 

TRUTH

Attackers are always looking for new 
techniques that are cheaper and 
more effective than what they're 
currently using. If attackers never 
stop looking for new ways in, 
defenders can never stop looking 
for new ways to keep them out - by 
definition, this cannot be a 
one-time event.

MYTH

 Threat hunting is the modern way for 
security operations centers 
to work. 

TRUTH

Threat hunting is not a new and sexy 
methodology that security 
operations centers will use to 
replace their existing methodology - 
despite what their marketing may 
say! Threat hunting is 
complementary to detection & 
response operations rather than a 
replacement for them. Both are 
necessary to effectively defend 
against attackers.

MYTH

Managed threat hunting is a 
replacement for Managed 
Detection & Response.  

TRUTH

MDR is about minimizing the impact 
of an attack on an organization by 
providing a detection & response 
capability that the organization 
cannot deliver themselves. Just 
adding 'hunters' into a detection & 
response workflow doesn't change 
MDR into managed threat hunting. 
Any credible MDR vendor will 
employ threat hunting alongside 
core operations to ensure that their 
detection capability continues to 
develop and remain effective.

MYTH

Threat hunting can be automated with 
artificial intelligence.

TRUTH

The most effective Threat Hunters 
are trained to think offensively, 
identifying gaps in detection 
capability that could be exploited by 
an attacker. Artificial Intelligence 
isn't capable of thinking creatively at 
the level required - while some 
security challenges can be solved 
with data analytics alone, threat 
hunting isn't one of them.  
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Find out more how threat hunting plays a crucial role in 
detection and response by reading our whitepaper 
“Demystifying Threat Hunting”

DOWNLOAD WHITEPAPER 


